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Cryptocurrency: Money Laundering Implications in Nigeria*
1. Introduction

With the bandwagon of cryptocurrency users in Nigeria and the recent regulatory brouhaha surrounding
the same, it is desirable to consider the money laundering (ML) implications of cryptocurrency
transactions in Nigeria. Due to their decentralization and relative privacy, cryptocurrencies are expedient
instruments for money laundering — the offence of concealment of illegal wealth by moving it. The
pertinent question is — if an act that would ordinarily amount to ML if committed using legal tender is
committed using cryptocurrency, could the actor be criminally liable under the present anti-money
laundering (AML) regime in Nigeria? It will appear that the answer is “yes” under the current law, but
both the current law and the machinery of law enforcement are in need of reform and refinement.

2. Understanding Cryptocurrency and ML

2.1 According to the Financial Action Task Force (FATF)!, cryptocurrency is ‘a math-based, decentralized
convertible virtual currency that is protected by cryptography’.? FATF defines ‘virtual currency’ as a
“digital representation of value that can be digitally traded and functions as: (a) a medium of exchange;
and/or (b) a unit of account; and/or (c) a store of value, but does not have legal tender status in any
jurisdiction” 3

2.2 The foregoing definition of cryptocurrency connotes that all cryptocurrencies can perform the function
of fiat money — that is — medium of exchange, unit of account and store of value. However, the author
takes an exception to the indiscriminate use of the term ‘cryptocurrency’. ‘Cryptocurrency’ could mean
a “crypto-coin” (which performs functions of money) or a ‘crypto-token’ (which is a security and is usually
offered by startups in Initial Coin Offerings).* Since a reference to ‘cryptocurrency’ connotes a reference
to an instrument that may not be a ‘currency’, the term ‘cryptocurrency’ may be described as a
misnomer.

2.3 This piece focuses on crypto-coins (Crypto or Cryptos). A Crypto is a subset of the larger Crypto-asset
class.” It fulfils the requirements of a currency, that is, a medium of exchange, unit of account, store of
value and a standard of deferred payment.® Examples of Cryptos are (in no particular order) PIVX, Zcash,
Zencash, Blackbytes, Bytecoin, Deeponion, Cloak Coin, BNB, Bitcoin, Ethereum, Chiliz and Polkadot. It is
noteworthy that the European Union Court has held that converting Bitcoin to a legal tender is
synonymous with conversion of legal tenders.’

* Lawal ljaodola (Associate, G. Elias & Co.), March 22, 2021.
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2.4 Cryptos fulfil the requirements of a currency and although independent of the central bank, constitute a
peer-to-peer alternative to fiat money.® The author contends that Cryptos perform the functions of
money better that fiat money because, more than fiat money, Cryptos possess - portability, uniformity,
divisibility, durability, acceptability, substitutability, and rarity. Looking back at the history and evolution
of money — from trade by barter, traded goods, precious metals, mints, coins to paper money — the
constant catalysts for the evolution have been portability and uniformity. One continues to wonder if
paper money would be extinct in fifty years.

ML
2.5 ML could mean either a generic ML act (Generic ML) or an act that is not a generic ML act but has been
criminalized under an ML prohibition statute (Non-Generic ML). A Generic ML act simply means the
concealment of the origins of illegally obtained money — to ‘wash dirty money’. An example of a Non-
Generic ML Act is a situation where an individual, without involving a financial institution, makes or
accepts a cash payment exceeding &5,000,000 or its equivalent.®

2.6 Cryptos can be traded over-the-counter or on exchanges. Currently, under the MLPA, Crypto exchanges,
merchants or traders do not qualify as “Financial Institutions” (Fls) or “Designated Non-Financial
Institutions” (DNFIs). Also, Crypto wallets do not qualify as “Accounts” under MLPA.1° Therefore, in
Nigeria, Crypto merchants, traders and exchanges are not bound to comply with “KYC” requirements,
mandatory disclosures, reporting and other obligations of Fls and DNFIs in the MLPA. It should, however,
be noted that the MLPA respectively empowers the CBN and Ministry of Trade and Investment to
designate any business as Fl or DNFI within the ambit of MLPA.!

3. Cryptos and Non-Generic ML

3.1 Non-Generic ML offences under the MLPA do not envisage the use of Cryptos. Therefore, if an act that
would ordinarily amount to a Non-Generic ML offence under MLPA if committed using fiat money is
committed using Crypto, the actor may not be criminally liable under MLPA. Under the MLPA,
transportation of cash or negotiable instruments above USD10,000 or its equivalent by individuals in or
out of the country shall be declared to the Nigeria Customs Service.*? This legislation is simply defeated
by the virtual nature of Cryptos. The issue of “transportation of cash” would not arise.

3.2 Further, under the MLPA, a body corporate cannot, without involving a FI, make a cash transaction
exceeding 810,000,000.3 Does “cash transaction” include Cryptos? Are Cryptos “cash”? This is further
exacerbated by CBN’s directive to Fls prohibiting FIs from dealing in Cryptos.* Assuming that Cryptos
qualify as cash, could the referenced CBN directive be a good defence to charge under the MLPA?

8 Bryan Chia, “Evolution of Cryptocurrency: Replacing Modern Cash” (2017), Masterthecrypto available at: https://masterthecrypto.com/evolution-cryptocurrency-
replacing-modern-cash/ [Accessed on March 22, 2021].

9 Money Laundering Prohibition Act, 2011 (as Amended) (MLPA), s.1.

10 MLPA, s. 26 defines Fls, DNFls and Accounts.

1 MLPA, s. 26.

2 MLPA, s. 2(3).

13 MLPA, s. 1.

14 CBN'’s Letter to all FIs and DNFIs dated February 5, 2021, https://www.cbn.gov.ng/Out/2021/CCD/Letter%200n%20Crypto.pdf [Accessed March 22, 2021].
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4, Crypto and Generic ML

Any person who directly or indirectly: (a) conceals or disguises the origin of; (b) converts or transfers; (c)
removes from jurisdiction; or (d) acquires, uses, retains or takes possession or control of; any fund or
property which forms part of the proceeds of an unlawful act commits an offence of ML.*> The use of
“fund or property” makes the provision wide enough to cover Cryptos. From the foregoing, it is clear
that, subject to proof, a person using Crypto in Nigeria may be criminally liable for committing the
Generic ML in MLPA, section 15.

5. Proof: Are Cryptos Anonymous or just Private?

5.1 Cryptos are considered private. However, they are not necessarily anonymous as the law may intervene
to investigate facts or compel disclosure where they are used to perpetrate crimes. In February 2015,
Ross Ulbricht, who created Silk Road — a Bitcoin market facilitating the sale of USD1bn in illegal drugs —
was sentenced to life in prison.'® In March 2015, the assets of, Tomas Jifikovsky, a 28-year-old Czech
national were seized based on suspicions of laundering USD40mm in stolen Bitcoins.?” In September
2015, an American, Trendon Shavers pleaded guilty to running a USD150mm Ponzi scheme—the first
Bitcoin securities fraud case'® —and a Frenchman Mark Karpelés, was arrested and charged with fraud
and embezzlement of USD390mm from the now-shuttered Bitcoin exchange, Mt. Gox.'° The foregoing
are testaments to the fact that Crypto transactions are private but not necessarily anonymous, and
should not be used to perpetrate crimes.

5.2 However, despite the best efforts of law enforcement agencies, some Cryptos are mined using
sophisticated cryptographic methods which are widely considered to confer anonymity.?® Examples
include PIVX, Zcash, Zencash, Blackbytes, Bytecoin, Deeponion, Cloak Coin, Monero and Komodo.
Whether anonymous or private, it will no longer be business as usual for Nigerian investigators (who are
used to tracing money by examining statements of bank accounts) seeking to trace Cryptos. To ensure
global best practices, it is crucial that the Nigerian Financial Intelligence Unit and the Economic and
Financial Crimes Commission empower their forensic investigators with the relevant training and tools.

6. Conclusion
Although there are provisions wide enough to cover certain Crypto transactions, the present AML

framework in Nigeria does not adequately contemplate the use of Cryptos by money launderers. There
is, therefore, the need for legislative intervention to put the law in line with emerging trends.
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